141 



101 



PROCESSOR 



V 



30 



ELECTRONIC DEVICE 



STORAGE DEVICE 



z 



,136 



USER AREA 138 




/1 37 




READ HPA UTILITY 




CONTROLLER 






1/139 
140^ 






HPA DIRECTORY 


CREATE HPA UTILITY 









HOST PROTECTED AREA (HPA) 



INPUT DEVICE 



Y 



L 



.142 135 



BACKUP STORAGE 
DEVICE 



/1 45 



150 



t 



100 



FIG. 1 



READ HPA 
UTILITY 




NETWORK 



,125 




CONTROLLER 



13; 



8^ X140 177 



BACKUP SERVER 
1764 

/175 



CREATE HPA 
UTILITY 



BACKUP 
STORAGE 
DEVICE 



A 
180 



PROCESSOR 



/ 



.115 



( START Y 

,205 



FIG. 2 



USER LOGS 
ONTO 
BACKUP 
SERVER 



210 

/ 



USER REQUESTS 
A BACKUP TO 
SERVER 



SERVER 
QUERIES THE 
ELECTRONIC 

DEVICE 



215 



299 



DONE J 



225 




YES* 



NORMAL BACKUP 

PROCESS 
TO COMPLETION 

INCLUDING 
COPYING USER 
AREA TO 
BACKUP 
STORAGE 
DEVICE 



230 



SERVER LOOKS FOR 
READ HPA UTILITY 
OR DOWNLOADS 
READ HPA UTILITY 
TO ELECTRONIC 
DEVICE 



USER 
RETURNS 

TO WEB 
SITE FOR 

BACKUP 



65 



260 



READ UTILITY 
CLOSES AND 
REBOOTS INTO 
USER AREA 




3 



255 



READ UTILITY 
COPIES HPA TO 
HPA DIRECTORY IN 
THE USER AREA 



,250 



YES 





REBOOTS 
TO HPA 


i 


i 



305 



USER LOGS 
ON TO 
BACKUP 
SERVER 



300 



START ^ 



310 



OISER^ 



TO 

.RESTORE,, 



-NO- 



^15 

NORMAL 
RESTORE 
PROCESS 



320 

V 



DONE 



3 



YES 



325 



*A DIRECTOF 
EXISTS ON 
ELECTRONIC 
DEVICE? 



-NO- 



i 



30 



FIG. 3 



DOWNLOAD HPA 
DIRECTORY TO 
USER AREA 




350 



345 



YES-> 



ELECTRONIC 
DEVICE 
REBOOTS 
INTO HPA 



_Z_ 



CREATE HPA 
UTILITY COPIES 
HPA DIRECTORY 
INTO HPA AND 
REBOOTS TO 
USER AREA 



360 
DONE 



SERVER 
DOWNLOADS 
CREATE HPA UTILITY 



,375 



CREATE HPA UTILITY 
LAUNCHES AND 
CREATES THE HPA 



380 



ELECTRONIC DEVICE 
REBOOTS TO USER 
AREA 



